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Figure 2. Tivo implementations of the Hypertopic model: Agorae and Porphyry.

We could wonder whether the different trends in
the Semantic Web have consequences on the tools or
only on the use. As for their inventors, the Semantic
Web needs an “ontology” to be implemented. In this
context, “ontology” stands for a consensual
knowledge model of the domain. The problem is that
in most of the domains there are several conflicting
“ontologies”. An explanation could be that the way
knowledge is built in expert professions (Medicine,
Law, Engineering, Humanities...) is not consensual
but dialectic. To be called “an expert”, one has to get
distant from the academic knowledge (s)he learnt.
Therefore, in a Socio-Semantic Web, having different
viewpoints is not against the expression of semantics.
On the contrary, it reveals a sense building activity.

Expressing different viewpoints is essential to the
Socio-Semantic Web. To do this, the emerging
community has proposed a modelling language by the
name of “Hypertopic” (cf. Figure 1.). This language is
implemented in two working prototypes: Agorae'
[Cahier & Zacklad] and Porphyry” [Bénel et al, 2001]
[Bénel et al, 2002] (cf- Figure 2.).

Experimenting on these prototypes has stressed a
new problem. Because viewpoints are made by
thinking agents (persons or communities), it would be
probably senseless to manage viewpoints without
managing those agents and their interactions with the
system. The question is not really about how to model
the agents’ influence on knowledge® but what we
should model.

In a way, this question has been raised for a long
time about multi-user systems (either distributed or

! Agorae demonstration: <http://www.yeposs.org/>
? Porphyry download:
<http://www.porphyry.org/prototypes/expert/>
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local). But did it get an answer?

1. Is it already solved?

In Internet, rigorously standardized by the IETF*, we
could think that identifiers (called identities!)
management is solved by the AAA paradigm:

— authentication is proving “that someone (or
something) is truly who (or what) they claim to be?”

(e.g. by cryptography);

— authorization is defining “what someone (or
something) is allowed - and not allowed- to do?”;

— accounting is keeping track of what everyone (or
everything) do.

However, if the authentication and the accounting
were quickly controlled by standards’, the attempts
concerning the authorization® specified only the
protocol of authorization server and not the
management and the structuring of rights.

It remains to see how the wvarious local and
distributed multi-user environments tried to solve
these questions.

For that, we chose a reading grid borrowing from
grammarians the concepts of subject, verb and object.
Although the representation modes seem to be
strongly different from one environment to another,
they are subsumed by a rather simple model [Shen &
Dewan] in which a function associates to any triplet
(subject, verb, object) a value from {granted, denied,
unspecified} (c¢f- Figure 3.).

* IETF: Internet Engineering Task Force.
* [ETF RFC 2138 and IETF RFC 2139 (Radius).
8 RFC 3588 (Diameter).
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Figure 3. Different representations of subjects, verbs and objects
associations in multi-users environments. a) protection matrix, b) access

control list, ¢) capacity list.

1.1. Situational Clues

One of the most known examples of this model is
given by Unix in a simplified version. For each object
(i.e. for each file, this article will not deal with
semaphores, the other object type in UNIX), only
three subjects are considered (the user himself, the
group and the others). The creation date is also stored
for each object. One would be tempted to believe that
the main clues concerning the situation are present:
“Who said what? Whom? When?”. The conditions
seem to allow the human readers interpretation.

As the execution of the chown command can
change the file "user" (if it is carried out by the
starting user), it is impossible to consider the “user” as
the “author of a document”. It would be a document
falsification. This indicates that the user concept is
related to the object owner and not to the object
author.

This example, still simple and self-evident, brings
heavy consequences. Subjects’ management in Unix
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systems, and generally in computer systems, assumes
and adopts a prescriptive goal. It is stuck to protect
privacy and to avoid malicious acts and errors. We can
oppose to this prescriptive goal a descriptive one that
tries to ensure objects authenticity (in a philological
meaning).

Computer systems are often claimed to bring trust,
mutual awareness and filtering on digital objects. But
how could we ensure all of these without knowing a
bit more about the subjects who made them?

Even if the problem of describing subject-verb-
object relations were solved, the issue of structuring
subjects and verbs would remain outstanding.

1.2. Structuring Subjects

In multi-user environments, the first attempts at
structuring the subjects aimed at managing generic
subjects in order to simplify access control. Those
generic subjects are called "roles" or "fields". In
today’s content management systems (CMS), it is
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Figure 4. Using “roles” (Multics rings) to structure subjects.





















